WANTED: OLEKSANDR VITALYEVICH IEREMENKO
REWARD OF UP TO $1 MILLION

,ﬁ NAME: Oleksandr Vitalyevich leremenko
/4 ‘ ALIASES: Unknown
/’ \ DOB: July 23, 1991
— ‘ POB: Kyiv, Ukraine
o e NATIONALITY: Ukrainian
CITIZENSHIP: Ukrainian
Ay HEIGHT: Unknown

WEIGHT: Unknown
HAIR COLOR: Brown
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EYE COLOR: Brown
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From on or about February 2016 through on or about March 2017, Artem Viacheslavovich Radchenko
recruited Oleksandr Vitalyevich leremenko and other hackers in Ukraine and managed their criminal
efforts to enrich themselves through a sophisticated securities fraud scheme. leremenko successfully
hacked into the computer networks of the U.S. Securities and Exchange Commission (SEC) and extracted
valuable data regarding the financial earnings of publicly traded companies.

Radchenko and leremenko’s scheme focused on stealing annual, quarterly, and current reports of
publicly traded companies before the reports were disseminated. Many of the stolen reports contained
material non-public information concerning, among other things, the earnings of the companies.
Radchenko and leremenko sought to profit illegally from the scheme by selling access to the non-public
information contained in these “yet-to-be” disclosed reports and by trading in the securities of the
companies before the investing public learned the same information.

Radchenko served in a managerial role in the criminal scheme described above. He recruited hackers,
including leremenko, and provided the working space and tools. In return, the hackers were to be paid
a percentage of what this information was sold for or, in some cases, a flat rate. On January 15, 2019, a
federal grand jury in the Northern District of New Jersey charged Radchenko and leremenko with
securities fraud conspiracy, wire fraud conspiracy, computer fraud conspiracy, wire fraud, and computer
fraud in a 16-count unsealed indictment.

The U.S. Department of State is offering a REWARD OF UP TO $1 MILLION for information leading to the
arrest and/or conviction of Oleksandr Vitalyevich leremenko for participating in transnational organized

crime.

All information regarding Radchenko or leremenko should be reported to the U.S. Secret Service at [1-
877-WANTED?2 or rewards@usss.dhs.gov or FBI at 1-800-CALL-FBI or at the www.tips.fbi.gov tip website.

ALL IDENTITIES ARE KEPT STRICTLY CONFIDENTIAL.

Government officials and employees are not eligible for rewards.

TIPS: PLEASE SEND TIPS TO THE U.S. SECRET SERVICE BY EMAIL AT Rewards@usss.dhs.gov.




